TATS Standardized Communications Security Custodian Course

1.    INTENT.  This syllabus provides specific information and procedures on the conduct of the Standardized Communications Security (COMSEC) Custodian Course, 4C-F22/160-F23 (F).

2.    PREREQUISITES.  Students may be active Army or Reserve Component officers, warrant officers, enlisted soldiers or civilian employees that have been designated as COMSEC custodian or alternate COMSEC custodian.  Minimum rank or grade requirements are Sergeant (E-5) or GS-04 (or equivalent).  Refer to AR 380-40 for exceptions.  

3.    PURPOSE OF THE COURSE.  The COMSEC Custodian Course provides instruction in the management of COMSEC accounts and certifies persons designated as COMSEC Custodians, Alternate COMSEC Custodians, and Command COMSEC Inspectors.

4.    COURSE DESCRIPTION.  COMSEC training is presented in the following areas:

       a.  Current threat briefings and COMSEC vulnerability as a result of human and electronic exploitation.

       b.  The organization and functions of the COMSEC Material Control System (CMCS).

       c.  Procedures for maintaining COMSEC accounting records and controlling COMSEC equipment and material.

       d.  Security, management and inspection requirements for COMSEC facilities.

       e.  The types of cryptographic systems that are available and how they are to be managed by a Controlling Authority (CONAUTH).

       f.  COMSEC logistics and maintenance procedures and the requirements for the transportation of COMSEC material.

      g.  Miscellaneous subjects, e.g., electronic key, surveillance, STU-III key, and automation of COMSEC accounts.

5.    FACULTY ORGANIZATION.

       a.  The resident COMSEC Custodian Course is taught by the COMSEC Branch of the Warrant Officer Division (WOD), Regimental Officer Academy (ROA).

       b.  The academic chain of supervision consists of the Chief, COMSEC Branch; Chief, WOD; and the 

Commandant, ROA.

6.    STUDENT ORGANIZATION.

       a.  All students are assigned to Headquarters Company, Regimental Leadership Department, for UCMJ and administrative support.

       b.  A class leader will be selected on the basis of rank and/or seniority.  The class leader serves as a class spokesperson and provides coordination between students and the academic chain of supervision.

       c.  The class leader may appoint an assistant to serve as class adjutant.

7.    CLASSROOM ATTENDANCE.

       a.  Students attend classes as shown on the training schedule or other directives.

       b.  Any absence from class must be approved by the COMSEC Branch Chief.  Passes are required when weekend travel exceeds 400 miles or more from the Augusta area.  Weekday travel exceeding 50 miles also requires a pass.  Commander, Headquarters Company, Regimental Leadership Department is the approving authority for all passes.  The class leader will make note of students on pass and their destination.

       c.  The class leader will report any absences to the instructor prior to the beginning of classes at 0800 and 1240.

8.    UNIFORM.  Uniform is BDUs for military personnel and appropriate attire for civilians (DA PAM 351-4).  The class leader will take appropriate actions when discrepancies in uniform and personal appearance are noted.  Repeated problems will be referred to the COMSEC Branch Chief.

9.    MAINTENANCE OF THE CLASSROOM.

       a.  Cleanliness of the classroom is the ultimate responsibility of the class leader.  Students will clean their desktops, sweep the classroom, and sweep and mop designated common areas at the end of each day.  The chairs will be placed on the desktops every Thursday.  The class leader will ensure the trash is emptied when the can becomes full.

       b.  The last instructor of the day will clean the chalkboard.

10.  BASIC RULES OF THE CLASSROOM.

       a.  Students may smoke only in the courtyard marked “Student Smoking Area”.  Smoking is not permitted anywhere inside the building or immediately outside the building.  The use of tobacco products, to include smokeless tobacco, is prohibited in the classroom.  

       b.  If you are tardy, state your reasons to the class leader.

       c.  Maintain a high state of military appearance.

       d.  Do not talk or cause a disturbance during class presentation.

       e.  Do your own work, cheating is not tolerated.  Violators will be released from the course.

       f.  Support your class leader and other students holding positions of responsibility.

       g.  Keep your classroom clean.

       h.  No food will be allowed in the classroom during instruction.  A maximum of one soda or coffee cup is allowed on each desk.

11.  EVALUATION OF STUDENTS.

       a.  Homework assignments are given to the students to reinforce the material presented in the classroom.  The homework is also used by the faculty to identify students that may require additional assistance.  The completed homework will be turned in at 0800 on the following morning prior to the start of class.  It will be graded by a faculty member and returned to the student.  No numerical grade is assigned to the homework and it plays no part in the final evaluation of the student (see paragraph 12a below).

       b.  One examination is given on the final day of the course.  The grade is recorded in the official records on a GO/NO GO basis.  Students must obtain a minimum score of 80% to receive a certification diploma for the course.

       c.  There is no retest for individuals who do not attain the minimum score.  Individuals who fail the course must reapply and attend the course in its entirety to obtain certification.

12.  ACADEMIC COUNSELING.  Counseling is used to determine causes of poor performance and provide assistance to overcome deficiencies.

       a.  Students failing to complete their homework, in a timely manner, will be counseled by the COMSEC Branch Chief or a designated representative.  A second counseling will result in the student’s commander being notified and a third counseling will result in removal from the course.

       b.  Students who fail the final examination will be counseled by the COMSEC Branch Chief or a designated representative.  In addition, a letter will be forwarded to the student’s commander stating that the student is not certified to be a COMSEC Custodian.

13.  PHYSICAL FITNESS.  There are no formal PT formations during the course.  Students are individually responsible for PT.

14.  WEIGHT CONTROL PROGRAM.  Military students arriving for the COMSEC Custodian Course must meet height and weight standards.  Students failing to meet height and weight standards will be returned to their units.

